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What will we talk about?

§ The theory
i Approaches
I The role of the individual user
i The gap

§ The practice

i Common and pervasive risk areas
AEmail (Viruses, Phishing and other diseases)
Aweb Browsing (fAthe fre
AWireless connectivity (War Driving)

§ Filling the gap




Il n Theorye

§Security
i Can be standardized
i Can be applied uniformly
i Can be identified and defined in advance
I Can have their efficacy analyzed/determined
i Can be audited

§ Hidden assumptions
i Level of accuracy
I The issue of scale
i Statistical equality of cost

The individual user

gUser s é
I Represent the largest install base
I Completely lack standards
I Cannot be controlled centrally (or otherwise)
i Are only predictable in their unpredictability
i Cannot be redesigned
i Are all of us
§ In the knowledge society, employees own
thetools AND the meansof production
i Peter Drucker, 1994




§ Knowledge

i The awareness problem
AWouldthis be useful to you?

I The issue of relevancy
i Crosscontamination
§ Motivation
i The role of opersource and freeware

§ Least Effort and the path of least resistanc

Common Risk Area Emall

§ Public email service providers
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