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Overview

All organizations that process payment cards (Visa, MasterCard, AMEX, etcX) have to be compliant to PCl
Data Security Standard (DSS). All organizations will eventually have to provide evidence of compliance by
self-assessment questionnaire, network vulnerability scans, and/or audit.

PCI Introduction

All organizations that process payment cards (Visa, MasterCard, AMEX, etc...) have to comply with the PCI
Data Security Standard (DSS). The PCI DSS was developed by the payment card brands and compliance is
essential if a merchant wishes to continue processing payment card transactions. This includes merchants
that only use paper-based processing, merchants that outsource the credit card processing, and merchants
that process credit cards in-house.

PCI Data Security Standard

The PCI DSS has approximately 194 controls in 12 sections, and the 12 sections are grouped into 6
objectives. The 6 objectives are: build and maintain a secure network, protect cardholder data, maintain a
vulnerability management program, implement strong access control measures, regularly monitor and test
networks, and maintain an information security policy. The first step in complying with the PCI DSS is filling
out a self-assessment questionnaire (SAQ). In February 2008, the PCI Council announced different levels of
SAQ, depending upon the risk of the processing environment. Merchants who outsource processing have
11 questions to attest to, while merchants who process transactions in-house, on custom applications have
to attest to all 226 questions.

Each merchant is placed in levels based upon the number of transactions they process. These levels
determine what evidence of compliance must be prepared and whether it is necessary to submit the
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to complete the SAQ and maintain the documentation in-house. Merchants in the middle levels must
submit the SAQs and evidence of performing external scans to their acquiring banks. At the highest level,
merchants must have a full independent PCl audit and external scan.

Level 3 & 4 processors are required to be compliant with PCI DSS, but submission of the information to an
acquiring bank is not yet required. Level 1 and 2 processors are required to file proof of their PCI
compliance with the acquiring bank, and it is expected that the filing requirement will be mandatory for
level 3 and 4 processors within the next year.

How to determine your merchant level

Merchant Level E-commerce transactions All other transactions
Level 1 Over 6 million annually Over 6 million annually
Level 2 1 to 6 million annually 1 to 6 million annually
Level 3 20,000 to 1 million annually N/A
Level 4 Up to 20,000 annually Up to 1 million annually
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Validation Requirements

Merchant Level QSA Audit Quarterly Network Self-Assessment
Scans Questionnaire

Level 1
Level 2
Level 3
Level 4

Self-Assessment Questionnaires
SAQ Description
Validation
Type

Card-not-present (e-commerce or mail/telephone-order) merchants, all
cardholder data functions outsourced. This would never apply to face-to-

face merchants.

Imprint-only merchants with no electronic cardholder data storage B
Stand-alone dial-up terminal merchants, no electronic cardholder data B
storage

Merchants with payment application systems connected to the Internet, C
no electronic cardholder data storage

All other merchants (not included in descriptions for SAQs A-C above) D
and all service providers defined by a payment brand as eligible to

complete an SAQ.

Data Breach

If there is a data breach, the card brands will perform a forensic audit to determine if the organization was
PCI DSS compliant at the time of the data breach. If the organization is found not compliant at the time of
the breach they will be liable for the full cost of the breach; the cost of the forensics, losses of cardholders,
losses to the banks, losses to the card brand and in some states, fines will be assessed. In addition, the
organization will be moved to the highest merchant level and will be required to meet the most stringent
evidence requirements and their credit card processing fees will go up.

Frequently Asked Questions (FAQ's) April 2008

What is the PCI security standard council?
In response to large losses suffered because of data breaches of credit card information, the five major card
brands formed the PCI Council. The council is not a legislative or government body.

Who are the five major card brands?
American Express, Discover, JCB, MasterCard, and Visa

What is the PCI security standards council's mission?
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To maintain and update the Data Security Standard (PCI DSS) and to produce supporting documentation
such as audit guidelines. From the PCl CouncilwebsA USY b¢KS t/ L { SOdzNAUe
enhance payment account data security by fostering broad adoption of the PCI Security Standards."

Who must comply?

Any organization the processes, stores or transmits credit card information. This includes organizations
that only use paper based processing, organizations that outsource the credit card processing, to
organizations that process credit cards in house.

What must they comply with?

The Payment Card Industry Data Security Standard (PCI DSS). The standard has approximately 194 controls
in 12 sections. The 12 sections are group into 6 objectives. The 6 objectives are; build and maintain a
secure network, protect cardholder data, maintain a vulnerability management program, implement strong
access control measures, regularly monitor and test networks, maintain an information security policy.

What are merchant levels?

Each merchant is placed in levels based upon the number or dollar amount of transactions they process.
These levels determine what evidence of compliance must be submitted. Merchants with a low number of
transactions can complete self-assessment questionnaire. Merchants in the middle submit questionnaires
and have external scans. At the highest level merchants must have a full independent audit and external
scan.

What is the self-assessment questionnaire (SAQ)?

Merchants have different levels of SAQ, depending upon the risk of the processing environment.
Merchants who outsource processing or have paper only processing have less questions to answer.
Merchants who process in house on custom application have to answer all the questions.

Do merchants have to be compliant only with the questions on the SAQ?

No merchants must comply with all of the PCI DSS. The questions on the SAQ only reflect the controls with
the highest risk based upon the merchants processing environment. (Controls can be N/A depending upon
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Who do your report PCI compliance to?

The merchant/acquiring bank will inform their merchants of the level and required process for turning in
evidence. Each bank is slightly different in the process and most are focusing on merchants with high
volume and working their way down to the lowest volume merchants.

What is the cost of non-compliance?

Merchants who have not demonstrated compliance with PClI DSS by turning in their annual SAQ,
vulnerability scan and/or audit will eventually be assessed higher processing rates for credit card
transactions.

When will the higher rates be assessed?
Currently the card brands are rolling out the higher fees phased in over time starting with merchants with
the highest level of transactions.
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What happens when there is a data breach?

If there is a data breach, the card brands will perform a forensic audit to determine if the merchant was
compliant at the time of the data breach. If the merchant is found not compliant at the time of the breach
they will be liable for the full cost of the breach; the cost of the forensics, losses of cardholders, losses to
the banks, losses to the card brand and in some states, fines will be assessed.

In addition, the merchant will be moved to the highest merchant level and will be required to meet the
most stringent evidence requirements and their credit card processing fees will go up.

Is PCI compliance law?

The PCI DSS was developed by the payment card brands and compliancy is compulsory if a merchant wishes
to continue processing payment card transactions. However, some States have enacted legislation that has
made PCl compliance the law.

Resources
I PClI Security Standards Council
 GFOA Recommended Practice, Acceptance of Credit and Debit Cards, 22 FEB 2008
9 PCl Compliance, Tony Bradley Technical Editor, 2007, ISBN 978-1-59749-165-5
9 Achieving PCI Compliance, James M. Barrow, 2008, ISBN978-1434835123
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