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Situation

All organizations who process payment cards (Visa, MasterCard, AMEX, etc..) have to be compliant to
PCl data security standard. All organizations will eventually have to provide evidence of compliance by
self-assessment questionnaire, network vulnerability scans, and/or audit.

What is the PCI security standard council?
In response to large losses suffered as a result of data breaches of credit card information, the 5 major
card brands formed the PCI Council. The council is not a legislative or government body.

Who are the 5 major card brands?
American Express, Discover, JCB, MasterCard, and Visa

What is the PCI security standards council's mission?

To maintain and update the Data Security Standard (PCI DSS) and to produce supporting documentation
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to enhance payment account data security by fostering broad adoption of the PCI Security Standards."

Who must comply?

Any organization the processes, stores or transmits credit card information. This includes organizations
who only use paper based processing, organizations who outsource the credit card processing, to
organizations that process credit cards in house.

What must they comply with?

The Payment Card Industry Data Security Standard (PCl DSS). The standard has approximately 194
controls in 12 sections. The 12 sections are group into 6 objectives. The 6 objectives are; build and
maintain a secure network, protect cardholder data, maintain a vulnerability management program,
implement strong access control measures, regularly monitor and test networks, maintain an
information security policy.

What are merchant levels?

Each merchant is placed in levels based upon the number or dollar amount of transactions they process.
These levels determine what evidence of compliance must be submitted. Merchants with a low number
of transactions can complete self-assessment questionnaire. Merchants in the middle submit
guestionnaires and have external scans. At the highest level merchants must have a full independent
audit and external scan.

What is the self-assessment questionnaire (SAQ)?

Merchants have different levels of SAQ, depending upon the risk of the processing environment.
Merchants who outsource processing or have paper only processing have less questions to answer.
Merchants who process in house on custom application have to answer all the questions.

Do merchants have to be compliant only with the questions on the SAQ?

No merchants must comply with all of the PCI DSS. The questions on the SAQ only reflect the controls
with the highest risk based upon the merchants processing environment. (Controls can be N/A
depending upon the merchants environment)

[SN



PCI FAQ's, April 2008

Who do your report PCI compliance to?

The merchant/acquiring bank will inform their merchants of the level and required process for turning
in evidence. Each bank is slightly different in the process and most are focusing on merchants with high
volume and working their way down to the lowest volume merchants.

What is the cost of non-compliance?

Merchants who have not demonstrated compliance with PCI DSS by turning in their annual SAQ,
vulnerability scan and/or audit will eventually be assessed higher processing rates for credit card
transactions.

When will the higher rates be assessed?
Currently the card brands are rolling out the higher fees phased in over time starting with merchants
with the highest level of transactions.

What happens when there is a data breach?

If there is a data breach, the card brands will perform a forensic audit to determine if the merchant was
compliant at the time of the data breach. If the merchant is found not compliant at the time of the
breach they will be liable for the full cost of the breach; the cost of the forensics, losses of cardholders,
losses to the banks, losses to the card brand and in some states fines will be assessed.

In addition, the merchant will be moved to the highest merchant level and will be required to meet the
most stringent evidence requirements and their credit card processing fees will go up.

Is PCI compliance law?

The PCI DSS was developed by the payment card brands and compliancy is compulsory if a merchant
wishes to continue processing payment card transactions. However, some States have enacted
legislation that has made PCl compliance the law.

Maze & Associates PCI Services

We can perform the network vulnerability scan, assist with the self-assessment questionnaire and
conduct a PCl data security standard review. Maze & Associates is a PCl Approved Scanning Vendor
(ASV).
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