
11/1/2007

1

Maze & Associates - www.MazeAssociates.com

Internet Dangers

The dangers of being on the Internet
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The Internet

Å If you have been on the 

Internet for awhile you are 

aware there are a lot of 

dangers.

ÅThe Internet really isnôt a 

safe place.
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Here are some of the threats out there:

Å Fraud

Å SPAM

Å Spyware

Å Viruses / Worms

ÅHackers / Crackers

Å Phishing Sites

Å Scams

ÅCyber-stalkers

ÅChild predators

Å Incorrect information

Å Performance robbers

ÅUnwanted pop-ups

Å Virus Hoaxes

Å Identity Theft

Å Illegal software ïmusic

Å Adult Content Sites
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Results

ÅDowntime

ÅLost productivity

ÅPoor system performance

ÅLegal liability

Å Identity Theft

ÅMonetary Losses

Å Increased annoyances

ÅPhysical harm
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Part I: Malicious Code

ÅViruses & Worms

ÅSpyware & Adware
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Part I: Viruses & Worms

ÅDefine Virus and Worm

ÅUC Berkeley Study on multi-platform code

ÅLow impact on performance Viruses

ÅNew worms such as Cabir ïUse bluetooth to 

spread via cell phone.
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Part I: Spyware & Adware

Å There is a new threat out there, and we thought computer 
viruses were all we had to worry about.  Think again.  
There is a new type of malicious software out there that at 
best wants to track our browsing on the Internet so that 
they can target SPAM and popup ads to the types of 
pages we view.  Spyware can also slow our computers 
down to the point that they will not respond.  Worst case 
scenario Spyware can record every keystroke you make 
and even steal your identity.  All you have to do to get 
this Spyware is browse a website, download free software 
or install file sharing software.
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Spyware Scanner Example


