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Internet Dangers

The dangers of being on the Internet
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The Internet

o If you have been on the
Internet for awhile you
are aware there are a
lot of dangers.

oThe I nterne
a safe place.
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Here are some of the threats out

there, Just to r
o Fraud o Child predators
o SPAM O Incorrect information
O Spyware o Performance robbers
o Viruses/ Worms o Unwanted pop-ups
o Hackers/ Crackers o Virus Hoaxes
0 Phishing Sites O ldentity Theft
o Scams o lllegal software —
O Cyber-stalkers music
O Adult Content Sites
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Results

Downtime

Lost productivity

Poor system performance
Legal liability

Identity Theft

Monetary Losses
Increased annoyances
Physical harm
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Phishing
Phishing emails
Phishing keyloggers
Phishing redirectors
Pharming

Malicious Websites
Social engineering / deception
techniques

Keyloggers
Toxic blogs
Malicious Code
Spyware — keyloggers
Spyware — industrial espionage
BOTs
Hacking Websites and Hacking Tools
Hacking sites and tools
P2P, IM, Chat
Bots — using P2P, M, Chat

Il — using vulnerahilities or social
engineering and a malicious website
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P2P — spreading malicious code

Stats

O Source: Security
Trends Report First
Half 2005 Websense
Security Labs Research
Team, San Diego, CA
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QOutline
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Lesson 1 —Malicious Code

Lesson 2 —SPAM

Lesson 3 — Internet Fraud

Lesson 4 — Copyright
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This is just the tip of the iceberg
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