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Objectives of IT Security

§The Confidentialityof Electronic Data

§The Integrityof Electronic Data

§The Availability of Electronic Data

C.I.A.
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Part 1: Basic Security Triad

As more and more 

information

becomes available 

electronically, IT security 

will become more and more 

important.

1. Confidentiality

§For Secret or Private Information

§Confidentiality is the concept that 

information is unavailable to those who are 

unauthorized to access it.

§The concept of allowing access to 

information or resources only to those who 

need it is called access control.
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Confidentiality continued

§ The privacy of customer and 
employee information is becoming 
more and more important, if not the 
business to the customer or 
employee.  

§ Legislation does mandate due 
diligence.  

§ We should ensure that only the 
proper people have access to the 
information needed to perform their 
job or that they have been 
authorized to access it 

§ Is often the last concern because it 
can impede business productivity. 

2. Integrity

§For Accuracy and Authenticity

§Integrity ensures that information cannot be 
modified in unexpected ways.

§Loss of integrity could result from human 
error, intentional tampering, or even 
catastrophic events.

§The consequences of using inaccurate 
information be disastrous or even 
dangerous.


