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“Reliability of internal controls and financial
reporting depends directly on such technical
controls as change management and
monitoring for information, systems, programs,
and operational configurations.”

The Institute of Internal Auditors
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ISR Scope

Limited Scope

Gain an understanding of the controls around the
Financial System

Not a risk assessment
Benefits include
Raise awareness about the importance of controls
Highlight managements responsibilities
Uncover material risks to financial data
Helped improve overall security
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ISR is based on

Industry Standards
ISO 17799
COBIT (IT Governance Institute) ISACA
ITIL (ITPI)
NIST Guidelines
AICPA Webtrust & Systrust

RFCs, SAS, FIPS, COSO, GAO, OMB, CC,
OECD, IATF, ISO
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ISR Basics

Look at all of the controls of the computer systems
where the financial data lives.

Physical

Application

Network
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ISR Sections

Management
Compliance
Personnel
Business Continuity
Physical Security
Information Systems Security
Application Security (Financial Application)
Communications Security (Network & Internet)
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Question Rating

) .
5 Optimizing IT Governance I\_/Iatunty Model (IT
Governance Institute)
51 Optimized, continues improvement
4 Managed .
47 Managed and measurable, automated
: : 31 Defined and documented
2 Reiad 27 Repeatable but intuitive
> Repeatable 1 ) Ad I;oc, 'ghe okr)gan(;éatlon gecognlzes issues
D exist and needs to be addresse
07 There is a complete lack of any recognizable
1 Initial Stage IT Governance process.
0 Non-exixtent
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Rating Example: Anti-Virus Software

Optimized, continuous improvement of

5 Optimizing process and learning from incidents
—— 41 Automated Anti-Virus deployment,
4 Managed effectiveness is monitored, updated as

: : needed

317 Documented policy/procedures for Anti-

= bRimed Virus, baseline is set
 Eeib 217 Anti-virus is installed, there is a global
o understanding of the need (They do it but it
IS not documented)
1 Initial Stage 17 In the process or partial process of

implementing Anti-Virus

% <0'|'Don6t know tvhuey need
0 Non-exixtent
-
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Two Levels of Recommendations

Management Letter Issues

These are weaknesses in internal controls that may be a
risk for financial misstatement

Given to the Board, City Council or appropriate party

Accounting Issues Memo

These internal control issues are not high risks for
financial misstatement but are industry standards and best
practices that are absent

Given to the Finance Department
Value Added
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Remediation

What should you do with the recommendations?

Implement the appropriate controls
Implement the recommended controls
Develop other compensating controls

If you do not take action

Management should document that the risk is at
an acceptable level
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Questions?

Call Donald E. Hester at (925) 930-0902
Or email at DonaldH@MazeAssociates.com




