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Send In 

The Clones!

The Fact and Fiction

of Identity Theft

About Neal OôFarrell

Å CEO of My Security Plan and working in information security for 
more than twenty five years. 

Å Taught  security to more than 3 million users in 120 countries, 

Å Awareness programs endorsed by Department of Homeland 
Security and the United States Secret Service. 

Å Creator of the nation's first Cyber Security Day, on November 4th 
2002

Å Founder of Think Security First!, the nation's first community-
based cyber security awareness initiative and a unique 
experiment in raising the security awareness of an entire city. 

Å Creator of the Identity Theft Score
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About My Security Plan

Å My Security Plan teaches consumers and small business owners how 
to "plan their protection" against the threats of cybercrime and identity 
theft.

Å We also create solutions to help our partners teach their customers 
better security habits, so they can reduce the growing costs 
associated with lack of security awareness, and at the same time 
enhance their brand reputation and build greater customer trust.

Å Our content and tools can be found on numerous web sites and ISPs.

Å Current projects include a nationwide consumer id theft awareness 
campaign in partnership with NBC.

Å Based in Walnut Creek CA, and on the web 

at www.mysecurityplan.com

What Youôll Learn

Å What is identity theft and how did we get here?

Å Who commits identity theft, how, and why

Å Hacking, phishing, and identity theft

Å Are we making progress, or treading water?

Å What next ïattacks and responses

Å The Cost of Failure

Å What You Can Do To Protect Yourself

Å What Your Organization Can Do
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Send In The Clones

Å How big is the problem?

ï Gartner estimates 7 million victims annually

ï Better Business Bureau estimates 8 million

ï FTC estimates 10 million

ï Harris Interactive estimates 44 million

Å Confusion is understandable:

ï Different methodologies

ï Different motives

ï Different definitions

Å Identity cloning is a better definition

ï You donôt actually lose your identity

ï The difference helps explain the explosion in the crime

Å Little disagreement over the cost

ï $56 billion annually and rising

Å March 20th 2001, MSNBC reported the first identity theft case to gain 
widespread public attention

Å Thief assumed the identities of Oprah Winfrey and Martha Stewart, 
took out new credit cards in their names, and accessed their bank 
accounts

Å Stole more than $7 million from 200 of the worldôs super rich - Warren 
Buffet and George Soros, tech tycoons Paul Allen and Larry Ellison

Å Used a library computer, public records, a cell phone, a fax machine, 
a PO Box, and a copy of Forbes Richest People

Å 32-year-old Abraham Abdallah was described as ña high school 
dropout, a New York City busboy, a pudgy, disheveled, career petty 
criminal.ò

The Busboy That Started It All
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How Identity Theft 

Has Changed America

Å Changed the way we work and communicate

Å Changed the way we use technology

Å Changed the way we trust

Å Changed our postal system

Å Changed our credit and banking system

Å Changed our criminals

Å Changed the way the police ñpoliceò

Å Changed our national security and sense of security

How Did We Get Here?

Å A unique financial system with easy access to credit

Å Lack of awareness by consumers

Å Poor education and slow response by the financial community

Å Identity theft has been a cost of doing business

Å Prosecution is rare, around 5% of reported cases

Å The meth epidemic has fuelled growth

Å Organized crime and hackers have brought their own unique skills

Å Media exposure has created a new appetite

Å Itôs where the money is!
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Why Identity Theft Is Such

A Unique Crime

Å Anyone can commit it, and you donôt have to be a genius

Å Everyone does, from organized crime to mom and pop

Å Itôs a delayed action crime, with many months between the crime 
and its detection

Å Itôs often a multipart crime, starting with the theft of a single piece 
of information

Å The crime can be committed from thousands of miles away ïthe 
victim and culprit often never meet

Å You donôt have to own or even use a computer

Å It costs everybody money

Identity Theft Vs. Other Crimes

ÅTypical California city, population 
64,000, 60 police officers.

Å Using FTC statistics, there could be 
2,000 ID theft victims a year in this city.

ÅThatôs 4 times the number of burglaries, 
20 times the number of assaults, and 60 
times the number of thefts.

Å The department recently had to let go its 
only (part time) cybercrimes 
investigator.




