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Mistake # 1

Â Assuming nothing will happen or employees know 

what to do

Â Not having a security awareness program

How to avoid

ÂDonôt ignore security risks & noncompliance

Â Security policy 

Â Security program



Mistake # 2

Â Not having Anti Virus software

Â Not keeping it up-to-date

How to avoid

Â Install Anti Virus Software on all machines

Â Update Anti Virus signatures daily 



Mistake # 3

Â Not keeping systems up-to-date

Â Patch Management 

How to avoid

Â Vendor websites and notices

Â Some vendors have automated tools 

Â (e. g. Windows XP and Automatic Updates)



Mistake # 4

Â Be careful what you and your employees download

Â Viruses and spyware

Â System crashes, lost data, more spam, zombies, 

illegal software and music

How to avoid

Â Policies 

Â Training for employees

Â Anti-Virus & Anti-Spyware software

Â Technical Controls



Mistake # 5

Â Emailing confidential information unencrypted

How to avoid

Â Policy and training for employees

ÂDonôt forget IM (Instant Messaging)

ÂEncrypt or donôt email confidential information



Mistake # 6

Â Not ensuring their network is secure

How to avoid

ÂMust have a firewall

Â Training or certified installers & administrators

Â Security Patches (Automatic Updates, Patch 

Management)

Â Harden your systems (Lock down the system)

ÂGive employees only needed access to do their jobs



Mistake # 7

Â Not securing wireless networks

ÂWar-Walking or War-Driving

How to avoid

Â NSA security guidelines for wireless

Â If you use wireless ensure you have the highest 

available security

ÂGet help, certified and trained installers


