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Welcome and About CIS

•This slide gives students a quick overview of 

what the CIS is, what the RTI is, and what our 

long term training plans are (instructors will 

receive a briefing beforehand).
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About this workshop

•Municipal Government Business 

Continuity Planning for Critical Data

•Critical data backup, storage, & recovery

•11:15 –12:15 on Tuesday, 8 June 2004

•Q and A during the last seven minutes

Meet Your Instructor

•Bill Putman is an independent consultant with twenty-nine 

years of experience in information technology with such 

recognizable organizations as U.C.L.A and Bank of 

America. He is the former Information Security Officer for 

Irwin Home Equity in San Ramon where he developed their 

corporate security program from the ground up. He was their 

Emergency Response team leader and developed their 

Business Continuity Plan for the Year 2000 Remediation 

Project. He has earned the Certified Information Systems 

Security Professional (CISSP) credential, and a Bachelor's 

Degree in Computer Science. He is also a Cisco Networking 

Academy instructor.
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Overview of the workshop

•The plan

•Data as a valued resource

•Making a backup copy of your 
critical data

•Safe keeping of your backup data

•Restoring your data operations after 
a disaster

The Plan

•Always have a plan in force

•Avoid confusion under stress

•Who is responsible for each of the data 

related tasks & a substitute?

•Admin account passwords; decryption keys

•What data is critical?

•Data security –all instances
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Data as a valued resource

•Personnel & data are organization’s two most 

valuable resources

•Business Impact Analysis identifies critical 

data in terms of Maximum Tolerable 

Downtime

Maximum Tolerable Downtime (MTD)

Data Classification Required 

Recovery Time 

Following a 

Disaster

Non-Essential 21 days

Normal 7 days

Important 72 hours

Urgent 36 hours

Critical/Essential Minutes or hours
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Making a backup copy of your critical data

•Do data backup systems provide value?

•What backup media should be used?

•How often should backups be performed?

•Normal, differential, incremental, and/or daily 

combination of backup types

•Remote journaling

•Database shadowing

Analysis of the value of data backup systems

Factor Sample data

A. Times per year that an incident results in data 

loss

2

B. Number of hours needed to restore data without 

a backup system (per incident)

25

C. Labor cost to restore server per incident (B x 

labor cost for IT staff @ $35/hour)

$875

D. Annual direct cost to restore data (A x C) $1750

E. Number of staff hours lost per incident because 

the database is not available during restoration

300

F. Indirect costs per incident for lost productivity (E 

x labor cost for end users @ $25/hour)

$7,500

G. Annual indirect costs per year for lost 

productivity (A x F)

$15,000

H.  Total direct and indirect costs per year (D + G) $16,750
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Safe keeping of your backup data

•Remember SECURITY, if production data is 

confidential, then backup media needs to be 

secured!

•Where to store the data backups –onsite & 

offsite?

•Do appropriate personnel have access to 

backups?

Restoring data operations after an outage

•Perform restore procedure several times/year 

to ensure backup data can be restored

•Ensure time to restore data meets 

organizational requirements

•Test restores at your recovery site
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Review of workshop

•The plan

•Data as a valued resource

•Making a backup copy of your 
critical data

•Safe keeping of your backup data

•Restoring your data operations after 
a disaster


