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Send comments or questions to Donald E. Hester
https://www.linkedin.com/in/donaldehester

Website: www.learnsecurity.org

Attached are links and resources that I or other students have referenced in various classes.
Please let me know if any links are broken. Feel free to share these links and resources.
This list is not a recommendation or an endorsement of any of the products listed nor is it
an exhaustive list of resources.

I use some of the same resources for various class I teach, and these references will aid in
the following studies or classes:

Security+ Certification Training

CISSP Prep course

Microsoft MOC 2823 Implementing Server 2003 Security
Designing Security for Windows Environment

Principles of Information Security

CISA Prep Course

CISM Prep Course

Internet Dangers

Management of Information Systems

Information Security Management
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Standards and Practices

Windows Vista Security Guide
http://www.microsoft.com/technet/windowsvista/security/guide.mspx

RFC 2196, "Site Security Handbook"
http://www.fags.org/rfcs/rfc2196.html

National Institute of Standards and Technology (NIST)
NIST Special Publication 800 series
http://csrc.nist.gov/publications/nistpubs/index.html

ISO 17799 Information technology 6 Security techniques 8 Code of practice for
information security management (International Standards Organization)

BS 7799 British Standard 7799

Control Objectives for Information and related Technology (COBIT®)
IT Governance Institute http://www.itgi.org/

COSO - Committee of Sponsoring Organizations of the Treadway Commission (COSO)
Internal Controld Integrated Framework

Payment Card Industry - Data Protection Standard

Site Data Protection (SDP)

https://sdp.mastercardintl.com/index.sht ml

Cardholder Information Security Program (CISP)
http://usa.visa.com/business/accepting visa/ops risk management/cisp.html

Generally Accepted Information Security Principles (GAISP) - Information Systems
Security Association

OECD Guidelines for the Security of Information Systems and Networks
Information Assurance Technical Framework (IATF)
GAPP, Generally Accepted Privacy Practices - AICPA/CICA Privacy Framework

PCI DSS Payment Card Industry Data Security Standard
https://www.pcisecuritystandards.org/
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Publications
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Magazines

ISSA Journal - free with membership in ISSA (www.issa.orq)

Computer Security Journal - free with membership to CSI (www.gocsi.com)

Security Technology & Design - free (www.securityinfowatch.com)

Security Management - free with membership to ASIS (www.securitymanagement.com)
Information Systems Control Journal - free with membership to ISACA (www.isaca.orq)
Information Security - free from techtarget (www.infosecuritymag.com)

CSO Magazine - free online (www.csoonline.com)
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Security Tools & Information

Harold F. Tipton & Micki Krause, Information Security Management Handbook 2005 Edition
[CD-ROM] (New York, Auerbach Publications 2005)

Security Engineering by
http://www.cl.cam.ac.uk/~rjal4/book.html

Microsoft Security Response Center (MSRC)
http://www.microsoft.com/security/msrc/default.mspx

Microsoft Windows Security Resource Kit 2nd Edition
ISBN 0-7356-2174-8

Threats and Countermeasures: Security Settings in Windows Server 2003 and Windows XP
http://go.microsoft.com/fwlink/?LinkId=15160

Windows Server 2003 Security Guide
http://go.microsoft.com/fwlink/?LinkId=14846

Microsoft OneCare Live Beta
http://www.windowsonecare.com/Default.aspx

Microsoft Security Assessment Tool (MSAT)
https://www.securityguidance.com/

Microsoft Security
http://www.microsoft.com/security/default. mspx

Home User Security
http://www.microsoft.com/athome/security/default.mspx

Microsoft Baseline Security Analyzer (MBSA)
http://www.microsoft.com/technet/security/tools/mbsahome. mspx

Microsoft Anti-Spyware Defender
http://www.microsoft.com/athome/security/spyware/software/default.mspx

CERT Home User Security
http://www.cert.org/homeusers/

RootKit Revealer
http://www.sysinternals.com/Utilities/RootkitRevealer. ht mi

Strider GhostBuster Project (Rootkit detector)
http://research.microsoft.com/rootkit/

WinPatrol
http://www.winpatrol.con/

Symantec Home and Home Office
http://www.symantec.com/homecomputing/library/library.ht ml
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Application Security: Hacking Videos
http://www.appiant.net/

Microsoft Forefront
http://www.microsoft.com/forefront/default.mspx

Microsoft Malicious Software Removal Tool (MSRT)
http://www.microsoft.com/security/malwarere move/default. mspx

Microsoft Certificate Lifecycle Manager
http://www.microsoft.com/windowsserversystem/clm/default. mspx

Ten Immutable Laws of Security
http://www.microsoft.com/technet/archive/community/columns/security/essays/10imlaws.
mspx
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Security Training Resources

Microsoft E-Learning
https://www.microsoftelearning.com/

Microsoft Events
http://www.microsoft.com/events/default.mspx

Microsoft TechNet Virtual Labs
http://www.microsoft.com/technet/traincert/virtuallab/default.mspx

Microsoft TechNet Virtual Labs for Office
http://www.microsoft.com/technet/traincert/virtuallab/office.mspx

Microsoft MSDN Virtual Labs
http://msdn.microsoft.com/virtuallabs/default.aspx

Microsoft MSDN Web Seminars
http://www.msdn.microsoft.com/training/se minars/

Other Online Seminars
http://www.microsoft.com/seminar/mmcfeed/mmcdisplay.asp?lang=en

Security Videos
http://www.microsoft.com/athome/security/videos/default. mspx

Application Security: Hacking Videos
http://www.appiant.net/
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Active Directory

Active Directory Tools
http://www.slipstick.com/exs/activedir.htm

Active Directory Management Pack
http://www.microsoft.com/technet/prodtechnol/mom/mom2005/maintain/dirmgmtpackmo

m. MSpX

Virtual AD
http://www.batchconverter.com/VirtualAD-download-19075.shtml
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Administrative Tools

EventID
http://www.eventid.net

Event Log Explorer
http://www.eventlogxp.com/

Runtime Software (Backup & Recovery)
http://www.runtime.org/

Deep Freeze
http://www.faronics.com/index.asp

Deep Unfreezer
http://usuarios.arnet.com.ar/fliamarconato/pages/edeepunfreezer.ht ml

Centurion Guard
http://www.centuriontech.cony/

CCLEANER
http://www.ccleaner.com/

Acronis
http://www.acronis.com/

Winternals ERD Commander
http://www.winternals.com/Products/ERDCommander/

HelpHTA
http://www.vbshf.com/vbshf/forum/index.asp

Server Monitor by PowerAdmin
http://www.poweradmin.com/
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Malicious Code Information

Malware Testing
http://www.malware-test.com/antispyware.html

Anti-spyware Coalition
http://www.antispywarecoalition.org/

infromIT Article: Spyware Explained
http://www.informit.com/articles/article.asp?p=174140

Microsoft At Home
http://www.microsoft.com/athome/security/default.mspx

CERT Home Users
http://www.cert.org/homeusers/

Symantec Home and Home Office
http://www.symantec.com/homecomputing/library/library.ht mi
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Privacy & Anti-Spyware Software

Clean Space
http://www.teosoft.com/site/index.html

Acronis
http://www.acronis.com/

WinPatrol
http://www.winpatrol.com/

Pest Patrol (bought by CA)
http://www.pestpatrol.com/

Microsoft Defender (Anti-Spyware)
http://www.microsoft.com/athome/security/spyware/software/default. ms px

Ad-aware
http://www.lavasoftusa.com/

Spybot Search & Destroy
http://www.safer-networking.org/microsoft.en.html

Panda Internet Security
http://www.pandasoftware.com/home/default.asp

WinPatrol
http://www.winpatrol.com

Aluria Software
http://www.aluriasoftware.com/

McAfee anti-spyware
http://us.mcafee.com/root/package.asp?pkgid=1828&cid=9904

Anti-spyware Coalition
http://www.antispywarecoalition.org/

APWG (Anti-Phishing Working Group)
http://www.antiphishing.org

My FICO - Identity Theft Protection
http://www.myfico.com/Products/IDF/Description.aspx

Privacy Matters
http://www.privacymatters.com/

Microsoft Forefront Client Security
http://www.microsoft.com/forefront/clientsecurity/default.mspx

Resources Page 10


http://www.teosoft.com/site/index.html
http://www.acronis.com/
http://www.winpatrol.com/
http://www.pestpatrol.com/
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.lavasoftusa.com/
http://www.safer-networking.org/microsoft.en.html
http://www.pandasoftware.com/home/default.asp
http://www.winpatrol.com
http://www.aluriasoftware.com/
http://us.mcafee.com/root/package.asp?pkgid=182&cid=9904
http://www.antispywarecoalition.org/
http://www.antiphishing.org
http://www.myfico.com/Products/IDF/Description.aspx
http://www.privacymatters.com/
http://www.microsoft.com/forefront/clientsecurity/default.mspx

Monday, January 09, 2006
11:14

Anti-Virus

Panda Software
http://www.pandasoftware.com/

Symantec (Norton)
http://www.symantec.cony/

McAfee
http://www.mcafee.com/us/

CA (Computer Associates)
http://www.ca.com/

Trend Micro
http://www.trendmicro.com/

Avast! Antivirus
http://www.avast.com/

Microsoft Antivirus Partners
http://www.microsoft.com/security/partners/antivirus.asp

Microsoft Forefront Client Security
http://www.microsoft.com/forefront/clientsecurity/default. mspx

Microsoft Antigen
http://www.microsoft.com/antigen/default.mspx

AVG
http://www.grisoft.com

Windows Live OneCare
http://www.windowsonecare.cony/
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Anti-SPAM

Abuse @ Sourceforge
http://spam-abuse.sourceforge.net/

Microsoft Antigen
http://www.microsoft.com/antigen/default.mspx
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Instructional Aids

Visual Communicator
http://www.seriousmagic.com/products/vc/education/justForEducators.cfm

MatchWare ScreenCorder
http://www.matchware.net/en/products/screencorder/default.htm

Download Security at Home videos for educational or training purposes
http://www.microsoft.com/athome/security/videos/terms. mspx
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BCP

Business Continuity, Disaster Recovery, Back Up and Recovery
References and Information

Business Continuity: Best Practices--World-Class Business Continuity Management, Second
Edition by Andrew Hiles

Business Continuity Planning: A Step-by-Step Guide with Planning Forms on CD-ROM, Third
Edition (Paperback)

Auditing Business Continuity i Global Best Practices by Rolf Von Roessing of Rothstein
Associates, Inc. 2002

The Disaster Recovery Handbook, by Michael Wallace & Lawrence Webber

AiContingency Planning Guide for Information Tech
800-34 (National Institute of Standards and Technology June 2002)

BUSINESS CONTINUITY GUIDELINE: A PRACTICAL APPROACH FOR EMERGENCY
PREPAREDNESS, CRISIS MANAGEMENT, AND DISASTER RECOVERY - ASIS International

Disaster Recovery World (Website)
http://www.disasterrecoveryworld.com/

Disaster Recovery Institute International
http://www.drii.org

Disaster Recovery Institute Canada (Website)
http://www.dri.ca

Disaster Recovery Journal (Website)
http://www.drj.com/

Disaster Recovery Toolkit (Website)
http://www.businesscontinuityworld.com

Harold F. Tipton & Micki Krause, Information Security Management Handbook 2005 Edition
[CD-ROM] (New York, Auerbach Publications 2005)

ISO 17799:2000 Section 11 (International Standards Organization 2000)

Evault
http://www.evault.conm/

Iron Mountain
http://www.ironmountain.com/us/

Disk Recovery Utilities
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Recovery My Files
http://www.recovermyfiles.con/

R-Studio
http://www.r-tt.com/

Active File Recovery
http://www.ntfs.com/

Data Recovery Wizard Easeus
http://www.easeus.com/

Partition Table Dr.
http://www.ptdd.conm/

Easy Recovery by Ontrack
http://www.ontrack.com/

Stellar Phoenix
http://www.stellarinfo.com/disk-recovery.htm

RAID Tutorial
http://www.acnc.com/04 01 00.html
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Security Policies

An overview of Security Policies
http://searchsecurity.techtarget.com/tip/1,289483,sid14 gci822458,00.html

Examples
CRSC
http://csrc.nist.gov/policies/index.html

NSTISSC (CNSS)
http://www.nstissc.gov/html/library.html

SANS (Security Policy Project)
http://www.sans.org/resources/policies/

ePolicy Institute
http://www.epolicyinstitute.com/

University of Toronto
http://www.utoronto.ca/security/

Websites
Scott Barman's Website
http://www.panix.com/~barman/wisp/

ePolicy
http://www.epolicyinstitute.com/

University of Toronto
http://www.utoronto.ca/security/policies.html

SANS Institute
http://www.sans.org/resources/policies/

Google
http://directory.google.com/Top/Computers/Security/Policy/Sample Policies/

dmoz
http://dmoz.org/Computers/Security/Policy/

Cisco
http://www.cisco.com/warp/public/126/secpol.html

Microsoft Security Guidance Center
http://www.microsoft.com/security/guidance/topics/PoliciesandProcedures. mspx

BitPipe

http://www.bitpipe.com/rlist/term/Security-Policies.ht ml

References - Books

Information Security Policies and Procedures, A |

(2nd Ed.) (New York: CRCPress - Auerbach Publishing, 2004) ISBN 0-8493-1958-7

Writing Information Security Policies, Scott Barman, (San Francisco: New Riders, 2002)
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ISBN 157870264X

The Information Systems Se c'tEkdi, tbyKoddcich, Ore Getadd LGu i d e
(Boston, Butterworth Heinemann, 2003) ISBN 0-7506-7656-6

Information Security Policy Manual (With CD-ROM) (Ring-bound), Rothstein Associates;
2001, Bd&Cd edition, ISBN: 1931332096

Information Security Policies Made Easy, Version 10 (Hardcover) by Charles Cresson Wood,
ISBN: 1881585131

Writing Information Security Policies (Paperback), by Scott Barman

Information Security Policies and Procedures: A Practitioner's Reference, Second Edition
(Hardcover), by Thomas R. Peltier
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Career

Certification Magazine
http://www.certmag.com/

Corporate Confidential : 50 Secrets Your Company Doesn't Want You to Know---and What
to Do About Them (Paperback) by Cynthia Shapiro, ISBN: 0312337361

Career Warfare: 10 Rules for Building Your Successful Brand on the Business Battlefield
By David F. D'Alessandro
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Physical Security

Isonas (Access Control System)
http://www.isonas.com/
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Cryptography

Public Key Encryption Overview
http://www.krellinst.org/UCES/archive/modules/charlie/ pke/

Crypto FAQ by RSA
http://www.rsasecurity.com/rsalabs/node.asp?id=2152

PGP® Whole Disk Encryption For Professionals
http://na.pgpstore.com/product.aspx?sku=2924969&culture=en-US
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File System Security

NTFS.com
http://www.ntfs.com/
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Certifications

There a 4 great places to get practice exams

http://www.measureup.cony/
http://www.boson.com/
http://www.transcender.cony/
http://www.cramsession.conm/

Personally I use Boson when I prep for an exam, mainly because they were the first to have
CISSP exams. I have heard good things about all of them, so it may not make a difference
which one you get.
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